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RDP SSL Certificate Fix Guide

Agar aapko email bhejte waqt yeh error aa raha hai:

SSL: CERTIFICATE_VERIFY_FAILED
unable to get local issuer certificate (_ssl.c:1006)

Toh iska matlab hai ki aapke RDP Windows system mein root certificates missing hain. Yeh
software ka issue nahi hai. Yeh Windows environment ka issue hai.

STEP-BY-STEP FIX (Har RDP Par Kaam Karega)

STEP 1 – PowerShell ko Administrator mode mein open karein:
Start → PowerShell search karein → Right click → Run as Administrator

STEP 2 – Root Certificates Download Karein:

Neeche diye gaye commands mein se koi bhi ek run karein:

certutil -generateSSTFromWU C:\roots.sst

certutil -generateSSTFromWU roots.sst

STEP 3 – Certificates Install Karein:

File generate hone ke baad neeche se koi ek command run karein:

certutil -addstore -f root C:\roots.sst

certutil -addstore -f root roots.sst

STEP 4 – RDP Restart Karein
Certificates install hone ke baad poora RDP server restart karein.

STEP 5 – Verify Karein (Optional):

certutil -store root

Agar 300+ certificates (kabhi kabhi 400–500) dikhen, toh problem fix ho chuki hai.

Important Security Note:

SSL verification ko software mein disable na karein. Hamesha Windows certificate store ko fix
karein. Yeh secure aur professional solution hai.
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